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Utah State Bar Transforms Their Visibility
and Compliance Reporting with Adlumin

Challenges Results
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Serving and Protecting Over 15,000
Members

Utah State Bar is a regulatory organization for licensing
attorneys, established in 1931 and headquartered in
Salt Lake City, Utah. They provide alternative services
to licensing through the state for attorneys. The Utah
State Bar currently protects around 60 employees and
5 subtenants within their building and serves its 15,000
members and licensees. Each subtenant is its own
organization with an affiliation to the Utah State Bar in
one form or another. Many fulfill needs from a modest
means or pro bono standpoint for civilians.

Previous Solution Closed its Doors

Utah State Bar’'s IT team consists of two employees, with
David Clark as the Director of IT in search of a solution
that would provide 100% transparency and visibility into
their network, which is currently on-prem, outside of
Office 365.

In July 2021, their previous solution sold their intellectual
property to alarger company closing its doors. This
prompted their team to hunt for a new solution to meet
the needs of their IT team, leadership, and the attorneys
they serve.

Prior to Adlumin, Utah State Bar worked with a Managed
Service Provider that required their team to do all the
heavy lifting while providing only partial visibility. They
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were working with Security Information and Event
Management (SIEM) technology and were expected to
become experts and understand their system without
much guidance. Additionally, their team was limited

in reporting and logging capabilities, with only little
managed detection and response capabilities available.

a “They [Adlumin’s competitors] have really
great platforms, but at the end of the day,

they are not providing any visibility. You are
really depending on them to provide that
information back to you. Because they don't
give you a way to see it

- David Clark, Director of IT at Utah State Bar

Vendor Selection with Advice from
Trustworthy Experts

Utah State Bar needed a platform they could manage
without complications and did not create extra work on
their team. On the hunt for a new solution, Utah State
Bar looked at many companies in hopes of identifying
their must-haves. They wanted a solution that included
comprehensive monitoring, analysis, and insights
backed by a team of cybersecurity experts, in addition
to behavior mapping for every user and entity (servers,
desktops, and laptops) in their environment that is
logged and monitored for behavioral changes.

“We were looking for some alternatives. | had talked to
a couple of companies, and it really came down to the
same thing, none of them provided any visibility, and it
was going to cost me a lot more money than even | was
spending with our [previous solution].”

- David Clark, Director of IT at Utah State Bar

Their IT team was approached by a long-time colleague
within the cybersecurity industry to consider what
Adlumin’s Security Operations Platform had to offer.
After Utah State Bar’s exposure to the platform, they
immediately saw the value and the powerful visibility they
were looking for.

UTAH STATE BAR TRANSFORMS THEIR VISIBILITY AND COMPLIANCE REPORTING WITH ADLUMIN
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‘It definitely meets expectations and, in many ways,
° exceeds those expectations. | think the one thing that |

appreciate is that Adlumin is constantly upgrading

the system.”

- David Clark, Director of IT at Utah State Bar

Every IP Address is Logged, and
Compliance is Met

Adlumin supports Utah State Bar’s need to log every
type of activity within their network, giving them
100% visibility. And at the same time, it offers global
threat intelligence and expertise with the ability to
scan incoming data across firewalls, VPN servers, and
network security appliances using the world’s largest
crowd-sourced portal.

° “Every IP address that | have here, outside of a printer
and a phone, are on the Adlumin platform. So, | am
getting logs,  am getting information from firewalls, my
switches, my workstations, my servers, some of apps,
Office 365..etc.”

- David Clark, Director of IT at Utah State Bar

In addition, Utah State Bar knows that the regulations
the American Bar Association (ABA) issues provide
aminimum standard for the industry, which is why
they turned to Adlumin for more robust protection.
With Adlumin’s one-touch compliance reporting and

monitoring, Utah State Bar is given instant access to
ensure and prove compliance against any standard or
customer requirement.

More frequently, teams are asked to use data-driven
processes to improve cyber risk maturity or show
regulatory compliance, which is where Adlumin comes
in. Utah State Bar is able to see where misconfigurations
or deviations from policy threaten their compliance or
security posture.

CASE STUDY | LEGAL/STATE & LOCAL GOVERNMENT

“So literally from a logging standpoint and
from a visibility standpoint, active directory. |
have the visibility and capability to see what's
goingon.”

- David Clark, Director of IT at Utah State Bar

Communication Made Easy with
Stakeholders

Like most IT teams, Utah State Bar has executives and
stakeholders they need to report to. Adlumin’s platform
is designed to help Utah State Bar take command of its

network by providing one-touch reporting capabilities
tailored to their needs and the needs of stakeholders.

Reports are available whenever they are needed within
a user-friendly module. Clark states, “personally, this
helped me communicate with my Executive Director,
who is not an expert at any of this.” Cybersecurity

is highly complex, which is why Adlumin’s reports

are designed to accommodate audiences of all
comprehension levels.

Q ‘I get my reports every Monday morning. I have the ability
to go back to leadership and show them what's going on

and what's happening on our network. It is easy enough
toread.”

- David Clark, Director of IT at Utah State Bar

Becoming an Adlumin Champion

Utah State Bar became an advocate for Adlumin’s
Security Operations Platform to achieve change-
specifically change for better protection- with other
leaders and organizations within their industry. Their
team knows how important it is to keep their organization
and attorney data safe, so they communicate with local
organizations to exchange industry knowledge and
discuss different solutions in the market.
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Utah State Bar wanted to share theirimprovements in
their security posture working with Adlumin. Among
Clark’s many industry relationships, he worked with

two organizations in Utah to switch their platform and
services over to Adlumin. A win for their industry is a win

for all regarding top-tier cybersecurity protection of data.

Continued Learning with Consistent
Enhancements

Organizations within the legal industry, in many ways,
are the town hall of our economy, bringing together
businesses and investors, navigating complex law
proceedings, assessing compliance for regulatory
bodies, filing IP and trademark applications, and
interpreting statutes for clients. They are one-stop
shops for profitable data for cybercriminals. Legal
organizations must consistently evaluate their security
posture and keep up with industry knowledge, as Utah
State Bar does, to determine where their gaps lie.
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When technology is advancing every day, Adlumin does
not only work as a platform but as a resource for all
organizations. Clark says, “The one thing | appreciate
Adlumin for is that it gives me that opportunity to learn
something new every day. Especially if you go into some
of the different modules, there is a learning center to
learn the platform better. There are different tools that
have monitoring. There is always something new.”

Adlumin’s Security Operations Platform and experts do
not stay static. Enhancements are consistently being

released to stay updated with the ever-changing threat
landscape. Adlumin’s cloud-native platform leverages
powerful machine learning to automate remediation
rules and system updates, identify critical threats, and
provide continuous compliance reporting. All while being
backed by cybersecurity experts delivering 24x7 human
insights for proactive results.

UTAH STATE BAR TRANSFORMS THEIR VISIBILITY AND COMPLIANCE REPORTING WITH ADLUMIN
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Adlumin Security Operations Platform

Adlumin’s Platform plus MDR Services.
Your Command Center for Security Operations.

/ Disable Accounts
g s
O COLLECT@'NGEST @ENR'CH 3 HUNT @CONTA'N = Reversible Encryption

o B

' a— |
Threat Darkweb
(S1=] Intelligence Monitoring 1IS/OWA Blocks
Q 0365/Azure Blocks
Cloud O AWS
D Isolate
- Power-off/on

Endpoints D

Reboot Devices
INGEST USER + ENTITY HUNT ( RESPOND ) NN

Correlate Telemetry Behavioral Analytics Human-led Threat Hunting Contain Active Threats
Employees 5 /N
e A = 84 Gasl [ B RremeDIATE
TELEMETRY
AGGREGATE ENRICH INVESTIGATE NOTIFY
Eliminate False Positives IC ; Alerts + Abnormal Activity Stakeholders
F;\el{cngég @ Data Analytics

UPDATE
[©1=] Automated Al-based
== System Patching

o 6 REPORT
; WE AUTO

— ) ONE-TOUCH
70N [ ADDITIONAL PRODUCTS AND OFFERINGS ] Compliance Reporting E Blocking and Policy
= J . < Management

\ . R
S & I~ 7
W () ¥ - - REAL-TIME
@ (0) 7 G L_é E Threat Intelligence Portal

Vulnerability =~ Penefration =~ Ransomware  Awareness Incident
Management Testing Defense Testing Response

System Logs

About Adlumin

Adlumin Inc. provides the enterprise-grade security operations platform and managed detection and response (MDR) services

that keep mid-market organizations secure. With one license and one platform, its patented technology gives organizations and
solution providers everything they need for effective threat hunting, incident response, vulnerability management, darknet exposure
monitoring, compliance support and much more.

The Adlumin platform is feature-rich enough for organizations to operate on their own yet built specifically to amplify the skills and
capabilities of managed service providers who use it to deliver cutting-edge security that can scale to meet the needs of any operating
environment. With full access to the platform regardless of whether they are running it themselves or relying on Adlumin’s MDR services
or expert partners, Adlumin gives organizations unparalleled visibility into their security posture through access to alerts, investigation
data, threat intelligence, compliance reporting and everything else - all in real time. www.adlumin.com
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